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Abstract
In this document, we detail how we designed the workshops we used to reveal young learners’ mental models of
online dark patterns. As a result of the COVID-19 pandemic, we were required to redesign our workshops so that they
could be delivered at distance, with workshops conducted through Microsoft Teams. We initially proposed a draw &
discuss mechanism for revealing mental models but iteratively refined this design to arrive at a distance-based draw
& discourse mechanism. Our methodology not only reduces the need for researcher-to-participant contact but also
remains incredibly effective at revealing mental models. We have found that the newly developed methodology was
successful in many ways, offering advantages over traditional methods. Similarly, we identified novel challenges which
pushed us to improve iteratively. This paper lays out the refined methodology for the use of other researchers, as well
as discussing the lessons we learned throughout this process.

1. Introduction
In this document, we lay out the methodology we developed for workshops specially designed to reveal the mental
models of online `dark patterns1’ held by young learners. This methodology is based on the ethical considerations
reported in Morrison et al. (2021) as well as the adaptations to Kodama et al.’s (2017) methodology for revealing the
mental models of young learners. We focused on the 11-12 year age group because, as Larson and Richards (1991)
point out, this is the age at which children make determined efforts to start becoming autonomous. Around this time,
they might try to act independently in the online world (Jacobs, 2000; Berndt, 1982), which raises the likelihood of
exposure to online harm. Extant literature has sought to address some of these harms, such as through developing
mechanisms to keep underage users out of adult-only websites (Renaud & Maguire, 2015; Jarvie & Renaud, 2021).
However, bad actors do not only operate on adult-only sites – more recently, there has been an increase in the use of
sites designed for, and predominantly used by, children. Protecting children from online harm is essential, but as of
yet, we do not know the extent to which children are able to spot, resist and defeat online deception, such as dark
patterns. In part, this is likely due to a lack of methodologies designed to explore the understanding of complex
cybersecurity understanding in a way that children can express and that we as researchers can adequately understand.
We call the mechanism we designed to reveal children’s ‘dark pattern’ mental models draw & discuss (D&D). The
drawings were designed to elicit the mental models of online deception (dark patterns), while the concurrent
discussion was designed to inform researchers about the perceptions and reasoning behind the drawings.
Section 2 details the research questions we sought to answer with these workshops. In Section 3, we review the ethical
considerations that informed the way we ran the workshops. Section 4 then lays out our initial design of the
workshops. Our approach and design were iteratively refined across, and sometimes even within workshops, based
on our observations and experiences of what worked and what did not, as discussed in Section 5. In Section 6, we then
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provide the final refined workshop methodology. Finally, Section 7 reflects on the workshops and their ability to help
us to reveal the young learners’ mental models of online dark patterns.

2. Research Questions
The D&D workshops are designed to answer the following questions (addressing both research investigation and
evaluation of the methodology):
RQ1: To what extent do young learners understand dark patterns used to deceive them online?
RQ2: How well do young learners understand displayed warnings advising them not to visit a particular
website?
RQ3: How effective is drawing for eliciting young learners’ mental models of online deception?
RQ4: How effective is a drawing and discussing (D&D) process in improving young learners’ mental models
of online deception?
We answered RQ1 and RQ2 using specially chosen scenarios for young learners to draw, reflect on, and discuss (see
Table 1). To answer RQ3 and RQ4, we reflect on the effectiveness of the D&D mechanism for revealing dark patterns
in Section 7.

3. Ethics
We carefully designed the workshop with the young learner participants’ safety being the most important
consideration. To this end, the following protocol was developed:
1. The parents sign the consent forms for their children to participate in the workshops and give researchers
permission to use their children’s drawings in resulting publications.
2. A teacher voluntarily facilitates the workshop and provides consent for this purpose.
3. The workshop runs online using an online meeting platform. For our team, we decided on this method as
our research began amidst the COVID-19 pandemic when in-person data collection was not possible. We
used Microsoft Teams as the most secure option preferred by the host institution (Strathclyde).
4. The meeting may have one host researcher and other researchers as observers, the teacher, and a safeguarder. The safe-guarder does not participate but has the authority to call the workshop to a halt if
anything is considered unsafe or undesirable for the participants.
5. The camera should not be switched on at the teacher/workshop side to preserve the anonymity of the
young learners.
6. The researchers introduce themselves after turning on their cameras. The host researcher remains on
camera to maintain some contact with the classroom.
7. The Teams meeting is recorded as audio-only (no video recording), and automatically-generated
transcriptions of the discussions are also retained. Unfortunately, in one instance, the Teams transcription
service failed, and the files had to be transcribed manually. These files were stored on the University of
Strathclyde’s secure servers.
8. A researcher, with ethical approval, removes young learners’ names if they were mentioned from the
transcripts.
9. Once transcriptions have been anonymised, audio recordings should be destroyed to preserve anonymity.
10. The teachers mailed the drawings to a designated researcher (with the ethics approval) to ensure that no
identifying information had inadvertently been included in the drawings. This step must take place before
the drawings are made available to the research team for analysis.
11. The researchers then thank:
a. The young learners by sending a certification of participation. Empty certifications should be printed
and sent to the school so the teacher can write the young learners’ names on them (once again to
preserve their anonymity);

b. The school with a participation reward. For our project, the participating schools received a sum of
money so that they can buy equipment for their classroom.
c. The teachers with a voucher as a token of appreciation.

4. Initial Design – Before Workshops
The workshop design was revised as we incorporated the lessons we learned into the initial design.

4.1.

Workshop Overview

Figure 1 represents an overview of the workshop. Initially, we planned to have young learners work
individually on a scenario before reconvening to discuss with other young learners who happened to pick
the same scenario. Figure 1 shows a linear progression, wherein during the “Draw” phase, the drawing of
all scenarios by different young learners happens at the same time. After this, the workshop moves to the
“Discuss” phase (labelled ‘Explain’ in Figure 1), where groups of students describe what they have drawn,
and discussion is facilitated by the teacher.
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Figure 1: Bird’s Eye View of Workshop

4.2 Teacher Checklist
We also prepared several checklists for teachers. These checklists were aimed to guide the teacher for
activities before, during and after the workshop.

======== ACTION ==========

BEFORE WORKSHOP (TEACHER)
(i) Teachers add the teacher’s name to the PARENT participant information sheet.
(ii) Teachers ensure that each child’s parent receives the PARENT participant information sheet, and
signs and returns the PARENT consent form.
NB! Collect a signed consent form from every child’s parent before the workshop.

Output

1
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Consent
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Teacher

Teacher signs Teacher Consent Form and emails it to karen.renaud@strath.ac.uk
Teacher prints paper copies of scenarios (full A4 sheet each) See Table 1
(divide number of young learners in class by 5 and round up to see how many of each is required for
the whole class).
Teacher ensures that there is an A3 piece of paper for each child as well as pencils to make drawings.
Coloured pencils are not essential
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Materials for
workshop

DURING WORKSHOP
1. YOUNG LEARNERS’ INSTRUCTIONS
(i) Teachers tell young learners that if they want to withdraw, they can simply not hand in their
drawing at the end of the workshop.
Young learners do not have to participate in the discussions unless they want to.
(ii) Teachers remind young learners that we want to be sure they are anonymous so they should
not say their names or their friends’ names and not write their own names on their drawings.
(iii) Teachers tell the young learners that we will be recording the session.
(iv) Teachers distribute paper and pencils to young learners.

2. CONNECT
Teachers connect with Researchers via Microsoft TEAMs, and ensure that
the camera is off and the microphone is unmuted.
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3. INTRO
Researchers introduce themselves to teachers and the young learners.
The safe-guarder will be identified, and young learners will be informed that they will be ensuring that
their safety is assured during the workshop.

4. YOUNG LEARNERS CHOOSE SCENARIO
Teachers distribute printed copies of all scenarios and ask young learners to choose one scenario that
they would like to make a drawing about.
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5. YOUNG LEARNERS DRAW
Teachers ask each child to:
(i) write their selected scenario’s number on the top left of their sheet.
(ii) now, draw what they think happens if someone clicks on the link (as shown in the scenario). Young
learners may add text if they want to.
Young learners should NOT write their name on their sheet or discuss with each other while
drawing.
Do Not Prompt Them – but – If they have Questions about a Scenario, elucidate. Feel free to ask
the researchers to help at this point

6. BREAK
7. EXPLAIN DRAWINGS
Hold up each of the five scenarios in turn. Order is unimportant
Ask for a volunteer to explain their drawing about that scenario to the class.
Since the camera is off, teachers please tell the researchers which scenario is being described.
Teachers encourage young learners to respond to the following three key questions:
• What do they think happens when they click on the link in the scenario?
• What benefits/good do they think can come from engaging by clicking?
• What possible harms/risks do they anticipate from engaging by clicking?

It can be helpful to question the child with “why do you think that?”

8. THANKS
Teachers and Researchers thank young learners and tell them they will be receiving a certificate of
participation.
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AFTER WORKSHOP (TEACHER)
1. Teachers scan and email signed PARENT consent forms to RESEARCHER
2. Teachers send photos of young learners’ drawings to RESEARCHER.
We will anonymise all drawings in case names or other identifying information have been added.

1
2

3. WRAP UP
Karen will remind teachers to email RESEARCHER with the following information:
(a) how many young learners participated and a postal address to mail participation certificates to
(teacher will add names).
(b) who the finance officer is to receive the funding (to use to buy something for the class).
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(c) whether you (the teacher) would like an Amazon or Waterstones voucher for yourself, and which
email address to use.

Figure 1: Details of Activities at each stage of the Workshop

4.3 Logistics
Teachers, researchers and a safe-guarder receive a Teams invitation.
Teachers were also provided with a link to a shared online folder containing:
(1)
(2)
(3)
(4)

The overview in Figure 1 and the checklist in Figure 2
The scenarios in Table 1
The participant information and consent forms for the parents to sign
The participant information and consent forms for the teachers to sign

The researchers also met with teachers to give a short presentation on the project, and what we aim to
achieve with the workshops. This meeting allowed teachers to ask any remaining questions or
clarifications.
During the workshop, the researcher(s) kept the workshop on schedule and reminded the teacher when
the time was running out.

5. Lessons Learned
5.1 Good design aspects to be retained
(a) Successful preservation of anonymity: The young learners knew that they should not say their
names, and not a single child did this. They also did not write their names on the drawings.
(b) Clear guidance on consent collection: The teachers were assiduous about collecting consent forms
and sending their own consent forms to the researchers before the workshop.
(c) Easy-to-understand and relatable scenarios: Scenarios were well depicted and understood by
students and teachers; they were familiar, recognisable, and not unnecessarily complex.

(d) Great teacher-student interaction over the activities: Teachers know the young learners best, and
relying upon them to facilitate D&D given the uniqueness of each classroom is preferred when
researchers cannot be in the room.

5.2 Aspects to be revised
1. Workshop Materials
a. Improve the diversity of materials: The second and fifth scenarios were both “bait and
switch” – it would be better if each depicted a different dark pattern.
2. Before the Workshop
a. Provide all resources required for the workshop: Some schools had limited resources, so
they did not have enough paper. This can be a delicate matter to discuss with teachers. It is
probably worth having drawing sheets delivered to the school pre-workshop, with scenario
numbers already written on the paper sheets in demarcated sections.
b. Ensure teacher training is not observed by students: We realised that when one or two
teachers attended the training session in their own classrooms with young learners present,
some young learners may have heard about the nature of the scenarios and may have been
primed to spot dark patterns. This was not ideal since we wanted to get their natural
responses to the scenarios. We thus abandoned the training sessions if teachers could not
guarantee that they could be alone or met them on different days to the workshop.
c. Collect more contextual information to help analysis: The following contextual information
would have improved analysis: (i) the age range of the young learners, (ii) whether the
school gave cybersecurity training, (iii) where the young learners get their cybersecurity
knowledge apart from school, and (iv) how involved parents are in controlling their access to
online services. Some of these came up during the workshops but may not have been
recorded consistently for all workshops.
3. During the Workshop
a. Let young learners draw all scenarios: After the first workshops, we discovered that the
young learners wanted to draw something for all of the scenarios, not just one. They did not
want to have to choose. Hence, we decided to allow all young learners to draw the next
steps for every scenario.
b. Host researcher should facilitate the workshop, and not teachers: It became clear very
quickly that some teachers wanted the researchers to have more control in running the
workshops. Along these lines, researchers should:
i. Keep the workshop on course in terms of timing.
ii. Remind young learners to write scenario numbers on their drawings.
iii. Ask for volunteers to come and chat with the researchers.
iv. Note down timings of discussions. The transcripts were filled with inaudible and
muffled sounds, making them very difficult to interpret. The revised version thus
proposes an action for the second researcher to make a note of the times in the
recording when the young learners are speaking/explaining their drawings. This
would simplify the transcription.
c. Let young learners discuss while drawing: The young learners sat in groups in all of our
workshops. As such, discussion amongst the young learners became an essential part of the
workshop and this in turn elicited further insight. We thus amended the protocol to allow

mixed discussion and drawing time, followed by a process whereby a spokesperson for each
table or group reported on their conclusions for each scenario.
d. Teachers should encourage volunteers to talk to researchers: Given that the researchers
could not see what was happening in the classroom and often could not hear the
discussions, we asked volunteers to come and speak to the researchers directly. This kind of
discussion allowed the researchers to pose follow-up questions to explore their mental
models in a conversational way.
e. Create a side channel for researchers to coordinate better: It became clear that the
researchers who were running the workshop needed a side channel to communicate
privately. We created a group chat to do this.
4. After Workshop
a. Accept drawings via mail: Some teachers did not have the equipment available to scan in
the drawings and consent forms, and even if they did, they had no time to do this. Hence,
we asked them to mail the consent forms and drawings to the lead researcher. In
retrospect, we ought to have provided a self-addressed envelope for them to do this.
b. Reflect after each workshop in a short meeting, and in writing: In order to reflect upon and
refine the methodology, we discussed each workshop afterwards and recorded a series of
reflections noting what happened, what worked well, what did not, and initial reactions to
the content of participants’ perceptions.
5. Possible Future Refinements
a. Take better advantage of the technology at schools: In some schools, young learners had
their own iPads – we could have had the young learners draw directly onto these, which
would have eased digitization of the drawings.
b. Consider when safe-guarders are needed: For remote workshops, it was not clear that safeguarders were required, given that teachers were in the room with the young learners and
that the young learners remained non-visible.

6. Final Revised Workshop Design
6.1 Workshop Overview
In the final design, which informed our last four workshops, we have used an iterative method, which
went over each scenario in order, one by one. The first phase included a mixed “group discuss and
individually draw” activity, and the second phase included a spokesperson young learner explaining the
drawings and discussing individually with researchers with follow-up questions.
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6.2 Workshop Logistics
Teacher

Young Learners

Host Researcher
(Host)

Assistant Researcher
(Observer)

BEFORE WORKSHOP
Arrange workshop time
with teacher.

Teachers ensure that each
child’s parent receives the
PARENT participant
information sheet.
NB! Collect a signed consent
form from every child’s
parent before the workshop.
Teacher signs Teacher
Consent Form and emails it to
Researcher 2
Teacher prints paper copies of
scenarios (full A4 sheet each)

Child to returned signed
PARENT consent form to
teacher

Send Teams calendar
invitation to teacher and
researchers
Mail paper for drawings to
teacher

DURING WORKSHOP
Teachers tell young learners
that if they want to withdraw,
they can simply not hand in
their drawing at the end of
the workshop.

Send a link to a folder with
all workshop materials to
teacher

Create Signal group with all
researchers

Young learners do not have to
participate in the discussions
unless they want to.
Teachers remind young
learners that they should not
say their names or their
friends’ names and not write
their own names on their
drawings.
Teachers tell the young
learners that we will be
recording the session.
Teacher issues paper and
pencils to young learners.
Connect with Researchers via
Microsoft TEAMs, and ensure
that the camera is off and the
microphone is unmuted.

Researchers introduce themselves to teachers and young
learners.
Start recording

For each scenario:
1. Teacher hands out the
scenario displayed by the
researcher to each group

2. Encourage young learners
to respond to the following
three key questions:
• What do they think
happens when they click
on the link in the
scenario?
• What benefits/good do
they think can come from
engaging by clicking?
• What possible
harms/risks do they
anticipate from engaging
by clicking?
3. Encourage young learners
to volunteer

Draw what they think
happens (3 steps if possible) if
someone clicks on the link (as
shown in the scenario). Young
learners can add text if they
want to.
Refine drawings

Display scenario on the
screen

Volunteer to talk

Asks for a volunteer child to
explain what they think
happens.

Record time that young
learners are speaking during
the recording

… Speak to child

Ask Questions

Stop Recording
Researchers thank young learners and tell them they will
be receiving a certificate of participation. Researchers ask if
young learners have any questions
Ask teacher for the age group of the class, and whether
they have cybersecurity training sessions
Answer Questions

AFTER WORKSHOP

Teachers send signed PARENT
consent forms and
DRAWINGS to Lead
Researcher.

Arrange transcription

Address will be provided after
workshop.
Teachers send requested
details to lead researcher

Email teacher to ask for:
(1) how many young
learners participated
(2) a postal address to mail
participation certificates to
(teacher will add names).
(3) the email address of the
finance officer
(4) email address of the
teacher to send Amazon
voucher
Mail certificates and issue
vouchers

7. Final Comments
7.1 Limitations
It is not ideal to conduct studies where researchers cannot see the participants. We did this in order to preserve the
young learners’ anonymity and, in this respect, it was effective. However, it also prevents us from seeing the young
learners’ seating arrangements, assessing their engagement with the topics, and observing their facial expressions as
they engage with the different scenarios. These extra data points would have enriched our data considerably.

7.2 Workshops’ Ability to Reveal Mental Models
We initially designed the workshops to include drawings as well as explanations for the drawings. It quickly became
apparent that what we really needed to augment the drawings with was more of a discourse between the young
learners and the researchers. This allowed the researchers to explore the rationale behind the drawings. The refined
workshop design worked extremely well and generated a great deal of very rich data which makes it possible to: (1)
reveal the young learners’ mental models, (2) identify knowledge gaps and misconceptions, (3) assumptions of a
spectrum of data collection practices and (4) expected fear of hacking or invasive data collection that informs the
young learners and help them navigate the online world.

7.3 Returning to the Research Questions
We are thus able to answer RQ3 and RQ4, as follows:
RQ1 & RQ2 can only be answered during the analysis phase.
RQ3: How effective are drawings in eliciting young learners’ mental models of online deception?
Answer: The drawings, on their own, are particularly informative when augmented with either direct observation, or
with a discussion of the drawing.
RQ4: How effective is a drawing and discussing (D&D) process in improving young learners’ mental models of online
deception?
Answer: Drawing and discourse (as opposed to discussing) is particularly effective in revealing young learners’
mental models.

8. Final Comments
In conclusion, a workshop designed using the “drawing and discourse” paradigm, is a particularly effective way of
revealing mental models. It could be even more informative if workshops could be conducted face to face, but
where that is not possible, a Teams-enabled remote workshop will still deliver valuable insights.
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Table 1: Scenarios used in Workshop

Privacy Zuckering: You are tricked into publicly sharing
more information about yourself than you really intended
to. Named after Facebook CEO Mark Zuckerberg (retinal
scan). (Addressing RQ1)

Confirm shaming: The act of guilting the user into opting
into something. The option to decline is worded in such a
way as to shame the user into compliance. (Addressing
RQ1)

Bait and Switch: You set out to do one thing, but a different,
undesirable thing happens instead. (Addressing RQ1)

Warning: to assess risk perceptions. (Addressing RQ2)

Table 1: Scenarios used in Workshop

Bait and Switch: You set out to do one thing, but a different,
undesirable thing happens instead. (Addressing RQ1)

